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ABSTRACT

This white paper provides an
analysis on the different
cybersecurity threats that can be
found in SMEs' information
technology (IT) environment.
This study points out different
regulations and best practices
that helped build a cybersecurity
capacity in different business
environments in Europe. 

Lastly, this paper provides a
perspective on what services are
required by Romanian SMEs to
mitigate cyber threats and solve
different cyber security issues.

<10%
Romanian companies implement
compulsory training courses or
viewing compulsory material on
ITC security issues (DESI, 2020)

1.2%
is the percentage of female
working in ICT field in Romania
of the total female employment
(DESI, 2020)
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This is a proposal written by Miruna
Iliescu, PhD student and target group
member of CERT-ANTREP, founder
of inquito, a Romanian SME. The
present paper is addressed to the
business communities in Romania.



CONTEXT

Cyber security was identified by the Global Risk Report 2018 as one
of the three risks to global stability over the following 5 years (World
Economic Forum, 2018). As of 2017, there were an estimated 3.9
billion Internet users worldwide and this accounts for more than
half of the global population. As of 2019, there are 4.57 billion people
online and, for the first time in history, more than half of the world's
total population, 3.96 billion, now uses social media (We are Social
& Hootsuite, 2020). 

An important result also highlights that the expectation to work
from home more frequently, even after the COVID-19 outbreak ends,
is 27%. The Internet has grown and so has the rate of hacker attacks.
Statistics show that 4.1 billion records were exposed only in the first
6 months of 2019 (Winder, 2019) and in 2016, 95% of the breached
records came only from 3 industries: government, retail and
technology (Devon, 2020). The global average of companies
experiencing a data breach over a two-year period is 28%, so that
makes 1 in 4 companies vulnerable to a cyber threat (IBM Security &
Ponemon Institute, 2017). 

This probability is much higher than for example, home burglary in
the US (1 in 50), being hit by a lightning bolt (1 in 14.600), being
attacked by a bear (1 in 2.700.000) or winning the lottery (1 in
175.000.000). But two-thirds of business leaders at SMEs do not
believe they can fall victim to a cyber attack (Waldersee, 2019). 



CONTEXT

Research shows that smaller organisations (1-250 employees) have
the highest targeted malicious email rate, at 1 in 323 (Sobers, 2020).
Therefore, employees of smaller organisations were more likely to be
hit by email threats rather than those in large companies. In 2015,
43% of cyber attacks in general target small business and this
percentage was up 9% over 2014 and in a big contrast with the mere
18% registered in 2011.  Security issues come at great costs for
companies as the global average cost of a data breach is $3.9 million
across SMEs (Ponemon, 2019) and the average cost of a ransomware
attack is $133.000 (Bera, 2019). 

Even more scary should be the fact that 60% of SMEs close within 6
months of being hacked (Galvin, 2018).  Despite this context,
according to Digital Economy and Society Index (DESI) 2020 only
24.2% of European enterprises plan compulsory training on
security. There are significant disparities across Member States
regarding training courses, from Estonia, UK and Denmark (above
35%) to Romania, Greece and Hungary (below 10%). 

This "It won't happen to me.. Until it does" approach is common due
to lack of education and awareness on cyber security procedures,
industry practices and attacks' risks. Since the COVID-19 pandemic
started, the US FBI reported a 300% increase in reported cyber
crimes and Google has reported a major jump in phishing attacks
when 18 million coronavirus email scams per day were added to the
240 million daily spam messages (Google, 2020). According to
studies conducted by specialised companies, more than 4000 new
sites related to the COVID-19 outbreak were created in the past
months, several of them being false (certSIGN, 2020).



EUROPEAN
D I RECT I VES  AND

REGULAT IONS

After its democratisation and commercialisation in the 90s, the
Internet has become an essential part of our lives, linked to personal
life, organisations and politics. The opportunities to access
information and benefits start to depend on the possibility to
connect to the Internet. 

The legislator has the role to create laws and regulations that are
necessary on issues such as definition of minimum security levels,
definition of harmful activities, punishment of harmful activities,
implementation of state policies related to Internet security
etc. Enterprise-level metrics (ELMs) address the security level of an
organisation. In spite of considerable efforts, there is no universally
agreed-upon methodology to address the system security. There are
some initiatives aimed at developing new paradigms for identifying
measures and metrics: Institute for Defense Analyses (IDA) 2006,
Idaho National Laboratory (INL), MIT Lincoln Laboratory etc.

In Europe, the European Commission acknowledged that a large
part of the European economy is formed by SMEs and they tend to
ignore measures in the domain of cyber security. It is obvious that
the low resilience of SMEs in this field can have a negative impact
on the European economy so different countries implemented
different strategies to solve this issue, starting from European
regulations and frameworks. While large companies have the
knowledge and budgets to implement security measures,  SMEs are
not very much aware of possible risks  and they  lack access to
resources that can improve its security under smaller budgets.






























