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Quick Poll

• Which of these big tech companies do you trust? You can choose 
more than one, or none.

• Amazon

• Apple 

• Facebook 

• Google 

• IBM

• Microsoft 

• Oracle

• None?
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CSI-COP project: what’s the problem?

•Online tracking is out of control
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Shoshana Zuboff (2021)

• “All websites, all apps are designed to collect as much as data as 
possible ….. this is being caked into many industries”

• “We do not have the laws in place to protect us/our human 
generated data from … [tech] companies, NSA …” [gathering 
information on us] 

Zuboff, S. (2021). Surveillance Capitalism.  
Online talk for the Harvard Carr Center for Human Rights Policy. 

22 March, 2021 

https://www.youtube.com/watch?v=06mn8ZL2on0
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https://www.youtube.com/watch?v=06mn8
https://www.youtube.com/watch?v=06mn8ZL2on0


What about the GDPR?

•GDPR has “baby teeth”
(anonymous)
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How is big tech addressing the problem?
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Microsoft CEO 
Satya Nadella:

- “Tech 
companies 
need to defend 
privacy as a 
human right”



But ……Microsoft Privacy Statement

• “Microsoft collects data from you, through our interactions with you 
and through our products. You provide some of this data directly, and 
we get some of it by collecting data about your interactions, use, and 
experiences with our products. The data we collect depends on the 
context of your interactions with Microsoft and the choices you make, 
including your privacy settings and the products and features you use. 
We also obtain data about you from third parties.”

https://privacy.microsoft.com/en-US/privacystatement#mainnoticetoendusersmodule
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What about Google?

• Google snoops on you in Incognito mode

• Nayak and Rosenblatt (2021):

• “Google failed to kill a lawsuit alleging that it secretly scoops 

up troves of internet data even if users browse in “Incognito” 

mode to keep their search activity private.”
Nayak, M. and Rosenblatt, J. (2021).

Google Must Face Suit Over Snooping on ‘Incognito’ Browsing
Bloomberg Technology.

https://www.bloomberg.com/news/articles/2021-03-13/google-must-face-suit-over-snooping-on-incognito-browsing 
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• Nayak and Rosenblatt (2021):

• “The consumers who filed the case as a class action alleged that even 

when they turn off data collection in Chrome, other Google tools used 

by websites end up amassing their personal information. A federal 

judge … denied the Alphabet Inc. unit’s initial request to throw out the 

case.”
Nayak, M. and Rosenblatt, J. (2021).

Google Must Face Suit Over Snooping on ‘Incognito’ Browsing
Bloomberg Technology.

https://www.bloomberg.com/news/articles/2021-03-13/google-must-face-suit-over-snooping-on-incognito-browsing 
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https://www.bloomberg.com/quote/GOOGL:US
https://www.bloomberg.com/news/articles/2021-03-13/google-must-face-suit-over-snooping-on-incognito-browsing


Not forgetting Facebook….
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Facebook 

• From Euronews (14.04.21)
• Ireland’s data protection authority has launched an inquiry into Facebook

over a breach of personal data.

• The personal details of more than 530 million Facebook users were found 
available on a website for hackers last week.

• According to the cybercrime intelligence firm Hudson Rock, as many as 533 
million Facebook accounts had their phone numbers, email addresses, and 
dates of birth compromised.

From here: https://bit.ly/3mOfIOM
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https://www.euronews.com/2021/04/14/ireland-launches-data-protection-inquiry-into-facebook-hack
https://bit.ly/3mOfIOM


Facebook continued

• Tech Crunch (06.04.21)
• “The exposed data includes the personal information of over 533M Facebook 

users from 106 countries, including:
• More than 35 million accounts in Italy

• Over 32million records on users in the US

• Almost 20 million accounts in France.

• 11million on users in the UK, and 

• 6 million on users in India.

• The data dump includes phone numbers, Facebook IDs, full names, 
locations, birthdates, bios and some email addresses.

From here: https://tcrn.ch/3slJOKw

Huma Shah: Open Science in Europe, 19.04.21

https://tcrn.ch/3slJOKw


Facebook continued

• On Wednesday 14 April:
• Since Facebook's European headquarters are based in Dublin, the company answers 

to the Irish Data Protection Commission in the European Union. 
• Ireland's Data Protection Commission confirmed that they were investigating 

whether personal data rights had been infringed in the European Union. 

• Facebook: 
• Widely criticised for failing to apologise for the hack, and not learning lessons from 

previous breaches. It is not clear if Facebook notified affected users at the time.

• Ireland's Data Protection Commission initially said it was working to 
establish the full facts of the incident, to check it was indeed from 2019, 
and added that they had received no proactive communication from 
Facebook.

From here: https://bit.ly/3mOfIOM
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https://twitter.com/FBoversight/status/1379743112839503875
https://www.euronews.com/2021/04/14/ireland-launches-data-protection-inquiry-into-facebook-hack
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Facebook continued

• “The fallout from the massive personal data spill continues to affect 
Facebook users 

• Their information is now being openly offered for download on the 
internet — opening them up to the risk of spam and phishing attacks 
and other forms of social engineering (such as for attempted identity 
theft).”

• From here: https://tcrn.ch/3slJOKw
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Big Tech lobbying graph From @jason_kint on Twitter

Here: https://bit.ly/3acpuFw

https://twitter.com/jason_kint
https://bit.ly/3acpuFw


Threat to data protection from Websites

Huma Shah: Open Science in Europe, 19.04.21



H
u

m
a Sh

ah
: O

p
en

 Scien
ce in

 Eu
ro

p
e, 1

9
.0

4
.2

1

EU website



Huma Shah: Open Science in Europe, 19.04.21

EU web page analysis from: https://pagexray.fouanalytics.com/
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No third-party cookies or requests on EU site according to webbkoll tool
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EU Cookie banner gives choice but is a bit confusing
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Euronews: manually need to ‘Disagree’ for each cookie
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What is legitimate interest?? Why is it defaulted to accept?
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Tech Crunch Legitimate Interest: default is ‘On’



Trackers in Apps

• Using Exodus Privacy tool to analyse trackers in Shazam app
• Shazam app bought by Apple Inc. in 2018: identifies music /musician with a 

few seconds:

• Has 4 embedded trackers:
• Facebook Analytics

• Facebook log in

• Google CrashLytics

• Google Firebase Analytics

• Has 16 permissions, incl.
• Access precise location (GPS and network-based)

• Read the contents of your SD card

CSI-COP Year1 meeting: 13 April 2021

https://exodus-privacy.eu.org/en/
https://www.shazam.com/gb/company
https://reports.exodus-privacy.eu.org/en/reports/com.shazam.android/latest/
https://reports.exodus-privacy.eu.org/en/reports/com.shazam.android/latest/


“The Internet is plagued with Trackers”* 
*Privacy International

https://privacyinternational.org/news-analysis/3188/taking-depression-test-online-go-ahead-theyre-listening
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•Dr. Arvind Narayanan leads 
Princeton University’s Web 
Transparency & Accountability 
Project :

“The web is a cesspit of surveillance”

https://www.cs.princeton.edu/~arvindn/

https://webtap.princeton.edu/
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https://webtap.princeton.edu/


GDPR is toothless

• “The world’s toughest privacy law proves toothless in the eyes of 
many critics.”

• “A bureaucratic logjam .. has delayed action on dozens of complaints 
including alleged violations of GDPR in Google's location tracking and 
privacy failures on behalf of Facebook, Amazon, Apple, Twitter and 
others, prompting privacy activists to threaten legal action”

Vinocur, N. (2019).

We have a huge problem: European tech regulator despairs over lack of enforcement

Politico Europe.

https://politi.co/3e3yNbQ
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https://politi.co/3e3yNbQ
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How to involve citizen scientists to investigate 
GDPR in the CSI-COP Project
• Privacy should not be a “concern usually reserved for the rich” (p.53 

in Christopher Wylie’s book Mindf*ck)

• Engage citizen scientists through experiential learning to join CSI-COP 
researchers recording digital trackers found in websites visited, and 
apps used

• Co-create open-access, searchable database of trackers found by CSI-
COP citizen scientists (e.g. Paradise Papers, UCL’s database of British 
Slave-ownership)

• Speed up move to “privacy-browsing” (anonymous)

Huma Shah: Open Science in Europe, 19.04.21

https://offshoreleaks.icij.org/
https://www.ucl.ac.uk/lbs/
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Thank you for listening
Contact: Dr. Huma Shah

ab7778@coventry.ac.uk

Project Twitter: @cop_csi

CSI-COP website registration page: https://csi-cop.eu/citizenscientistlogin
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